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This Data Security Addendum (this “Addendum”) is entered into as of the Effective Date, by and between 
the State Board of Administration of Florida (the “SBA”) and Crowe LLP (the “Contractor”) and is hereby 
incorporated into and made a part of the contract dated September 23, 2024 (the “Contract”) by and 
between the SBA and the Contractor.   

1. Data Security; SBA Data. Each party shall comply with either the provisions SBA Policy #10-
409 Confidential/Sensitive Electronic Data Handling, as amended by the SBA from time to time,
or NIST SP 800 Series, ISO/IEC 2700 Series, or a comparable similar industry standard.  The
Contractor shall provide prompt notice to the SBA no later than 72 hours after it determines there
has been a security breach or any actual unauthorized transmission or loss of any SBA Data.  For
purposes of this Addendum, “SBA Data” means all data accessed, created, maintained, obtained,
processed, stored, or transmitted by the Contractor in the course of performing the Contract and all
information derived therefrom.

2. Nondisclosure.  SBA Data shall be considered confidential and proprietary information to the
extent permitted by Florida or other applicable law.  The Contractor shall hold SBA Data in
confidence and shall not disclose SBA Data to any person or entity except as authorized by the
SBA or as required by law or legal process, except that this Addendum will not prevent or prohibit
Contractor from providing SBA Data as permitted by applicable law and applicable professional
standards.

3. Loss or Breach of Data.  In the event a loss (including destruction) or breach of SBA Data in
Contractor’s possession is confirmed, the Contractor will promptly perform due diligence and
promptly report findings to the SBA. Contractor will pay all costs to remediate and correct any
problems caused directly by Contractor resulting from the loss or breach (including, without
limitation, the cost to notify third parties, provide credit monitoring services to third parties, and
recreate lost data in a manner and on the schedule determined by Contractor, in addition to any
other damages the SBA may be entitled to by law or the Contract up to the amount of five hundred
thousand dollars ($500,000).  The Contractor acknowledges that failure to maintain security that
results in a loss or breach of SBA Data due to Contractor negligence may subject the Contractor to
the administrative sanctions for failure to comply with Section 501.171, Florida Statutes. The
limitation of liability in this Agreement will apply to any claim, including claims of negligence to
the maximum extent permitted by Florida law. To the extent Contractor is required to provide any
findings or any other information under this Section or this Addendum, Contractor may provide
summary level or redacted information to protect the confidential information of Contractor, its
employees, clients or other third parties.

4. Security Testing.  The Contractor will conduct an annual network penetration test or security audit
of the Contractor’s system(s) on which SBA Data resides.

5. Data Protection. Unless otherwise authorized by the SBA in advance and in writing and except as
provided in the Contract, SBA Data will not be transmitted or shipped to entities outside of the
United States of America, nor will it be stored or processed in systems located outside of the United
States of America, regardless of the method or level of encryption employed. Access to SBA Data
shall only be available to authorized Contractor Representatives that have a legitimate business
need.  For purposes of this Addendum, “Contractor Representatives” means the Contractor’s
officers, directors, employees, partners, agents, contractors, subcontractors and consultants



STATE BOARD OF ADMINISTRATION 
DATA SECURITY ADDENDUM 

Data Security Addendum (ver. 9-10-19) 
Page 2 of 3 

(including affiliates thereof). Any entity with access to SBA Data shall be considered a Third Party 
Provider under the terms of the Contract.  

6. Encryption. The Contractor shall encrypt all SBA Data, when transmitted by Contractor and at
rest, using industry-approved encryption technologies.

7. Specific security requirements. The Contractor shall not use SBA Data except as permitted by
the Contract or applicable professional standards. The Contractor has established appropriate
administrative, technical, and physical safeguards to protect the confidentiality of, and to prevent
the unauthorized use or access to data.

8. Back-ups. The Contractor shall maintain and secure adequate back-ups of all SBA Data.

9. Data Security Procedures. The Contractor has data security procedures designed to permit only
authorized access to data and databases by Contractor Representatives for purposes of performing
the Contract and designed to prevent unauthorized access to data or databases. by individuals or
entities other than those authorized by the Contract or the SBA.  The Contractor has implemented
processes designed so that access to data and databases by Contractor Representatives will be
provided on a need to know basis and will adhere to the principle of least privilege. (The principle
of least privilege means giving a user account only those privileges which are essential to perform
its intended function.) .

10. Ownership of Data. The Contractor shall provide to the SBA, upon its request, SBA Data in the
form and format reasonably requested by the SBA.  The Contractor will not sell, assign, lease, or
otherwise transfer any SBA Data to third parties, or commercially exploit SBA Data, except as
otherwise permitted or authorized by the Contract.  The Contractor will not possess or assert any
lien or other right against or to any SBA Data in any circumstances.  SBA Data is and shall remain
the exclusive property of the SBA.

11. Background Checks.  Contractor Representatives passed appropriate, industry standard,
background screening (include criminal background checks) before being provided access to SBA
Data.  Upon the SBA’s request, the Contractor shall provide to the SBA an attestation that the
foregoing background checks have been completed. Crowe’s pre-employment background checks
shall be sufficient for purposes of compliance with this provision.

12. Compliance.  Each party shall comply with applicable laws, regulations and industry standards
(including, without limitation, applicable laws, regulations and industry standards relating to
cybersecurity or data collection, storage, security or privacy).

13. Return / Destruction of SBA Data.  At the completion, termination or expiration of the Contract,
the Contractor will transfer SBA to the SBA (if so directed by the SBA) documents originally
provided by the SBA to Crowe, consistent with professional standards. Upon conclusion of
Crowe’s retention period, Crowe will destroy all SBA Data possessed by the Contractor. The
Contractor shall provide the SBA documentation affirming the destruction of any SBA Data
possessed by the Contractor upon request and conclusion of Contractor’s applicable record
retention period.  Notwithstanding the above, Contractor may retain SBA Data based on applicable
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law, applicable professional standards and by reason of the automated backup of Contractor’s 
systems occurring in the ordinary course of business, all subject to the terms of this Addendum. 

14. Survival.  This Addendum will survive any termination or expiration of the Contract and will
continue in effect until all SBA Data has been returned to the SBA (if so directed  by the SBA) and
all SBA Data retained by the Contractor is destroyed.

15. Business Continuity Plan/Disaster Recovery. The Contractor has business continuity and disaster
recovery plans to continue to provide the services under this Contract. .

16. Subcontractor/Agents. The Contractor shall be responsible and accountable for the acts or
omissions of Contractor Representatives to the same extent it is responsible and accountable for its
own actions or omissions under this Addendum. The Contractor agrees to impose the requirements
of this Addendum on all Contractor Representatives assisting in the performance of this Contract.

IN WITNESS WHEREOF, each party has caused this Data Security Addendum to be executed by 
its respective duly authorized officer, as of the last date below (the “Effective Date”). 

STATE BOARD OF ADMINISTRATION CROWE LLP 




