

































































Customer Data (including copies) in its possession or
control as soon as reasonably practicable and within a
maximum period of 30 days of termination or expiry of the
Agreement, save that this requirement will not apply to the
extent that Intercom is required by applicable law to retain
some or all of the Customer Data, or to Customer Data it
has archived on back-up systems, which Customer Data
Intercom will securely isolate and protect from any further
processing, except to the extent required by applicable law.

For transfers to (sub-) processors, also
specify subject matter, nature, and duration
of the processing

Modules Two and Three only

Intercom will restrict the onward sub-processor’s access to
Customer Data only to what is strictly necessary to provide
the Services, and Intercom will prohibit the sub-processor
from processing the Personal Data for any other purpose.

Intercom imposes contractual data protection obligations,
including appropriate technical and organizational
measures to protect personal data, on any sub-processor it
appoints that require such sub-processor to protect
Customer Data to the standard required by Applicable Data
Protection Legislation.

Intercom will remain liable and accountable for any breach
of this DPA that is caused by an act or omission of its sub-
Processors.

Identify the competent supervisory
authority/ies in accordance with Clause 13

Where the EU GDPR applies, the competent supervisory

authority shall be (i) the supervisory authority applicable to

the data exporter in its EEA country of establishment or, (ii)
where the data exporter is not established in the EEA, the
supervisory authority applicable in the EEA country where
the data exporter's EU representative has been appointed
pursuant to Article 27(1) GDPR, or (iii) where the data
exporter is not obliged to appoint a representative, the
supervisory authority applicable to the EEA country where
the data subjects relevant to the transfer are located.. Where
the UK GDPR applies, the UK Information Commissioner's
Office.
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Schedule 2

TECHNICAL AND ORGANIZATIONAL SECURITY MEASURES

Annex IT

Further details of Intercom’s technical and organizational security measures to protect Customer Data are available at:

https.//www.intercom.com/security
https://www.intercom.com/legal/security-policy
https://intercom.com/help/en/asticles/1385437-how-intercom-complies-with-gdpr
https// - featios

Where applicable. this Schedule 2 will serve as Annex II to the Standard Contractual Clauses. The following table provides more

information regarding the technical and organizational security measures set forth below.

Technical and
0 el Securi

Measure

Evidence of Technical and Organizational Security Measure

Measures of
encryption of personal data

All data seat to or from Intercom is encrypted in transit using TLS 1.2.
Customer Personal Data is encrypted at rest using 256-bit encryption,
leveraging AWS' encryption framework’s model C as described i

https://d0.awsstatic com/whitepapers/aws-securing-data-at-rest-with-
encryption pdf

All Intercom datastores used to process Customer data are configured
and patched using commercially reasonable methods according to
industry-recognized system—hardemng standards.

See “Encryption” at https://

for ensuring
confidentiality.
integrity, availability and
resilience of processing
systems and services

Measures
ongoing

Intercom has implemented a formal procedure for handlmg security
events. When security events are detected. they are escalated to an
emergency alias, relevant parties are paged. notified. and assembled to
rapidly address the event. After a security event is contained and
mitigated, relevant teams write up a post-mortem analysis. which is
reviewed in person and distributed across the company and includes
action items that will make the detection and prevention of a similar
event easier in the future.

All Customer Data is permanently stored in the USA and is backed up
for disaster recovery.

Intercom relies on Amazon Web Services (AWS). a reputable
Infrastructure-As-A-Service provider. Intercom leverages their
portfolio of globally redundant services to ensure Services run reliably.
Intercom benefits from the ability to dynamically scale wp, or
completely re-provision its infrastructure resources on an as-needed
basis. across multiple geographical areas. using the same vendor, fools,
and APIs. Intercom’s infrastructure scales up and down on demand as
part of day-to-day operations and does so in response to any changes
in our customers’ needs. This includes not just compute resources. but
storage and database resources. networking, security, and DNS. Every
component in Intercom’s infrastructure is designed and built for high
availability.

Intercom’s data security, high availability. and built-in redundancy are
designed to ensure application availability and protect information
from accidental loss or destruction. Intercom’s Disaster Recovery plan
incorporates geographic failover between its 3 US. data centers.
Subscription Service restoration is within commercially reasonable
efforts and is performed in conjunction with AWS’ ability to provide
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adequate infrastructure at the prevailing failover location. All of
Intercom recovery and resilience mechanisms are tested regularly and
processes are updated as required.

Intercom operates a dedicated 24x7 on-call incident management
function, ready to immediately respond to, and mitigate, any Customer
impacting issues. This is supported by Intercom’s broader internal
Availability program which is dedicated to ensuring Intercom
maintains their system availability.

Intercom has no direct reliance on specific office locations to sustain
operations. All operational access to produetion resources can be
exercised at any location on the Internet. Intercom leverages a range of
best-of- breed technologies and other critical cloud tools to deliver
uninterrupted remote work for all employees.

All Customer Data deleted by Intercom is deleted from AWS
datastores in accordance with the NIST Special Publication 800-88
Revision 1, Guidelines for Media Sanitation December 18, 2014
(available ’ at
http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-
88rl.pdf). With respect to Customer Data encrypted in compliance
with this security policy, this deletion may be done by permanently and
securely deleting all copies of the keys used for encryption.

See "Back Ups and Monitoring" at www.intercom.com/security.

Measures for ensuring the
ability to restore the
availability and access to
personal data in a timely
manner in the event of a

See response for “Measures for ensuring ongoing confidentiality,
integrity, availability and resilience of processing systems and services”
above.

organizational measures in
order to ensure the security
of the processing

physical  or  technical

incident

Processes for regularly | e [Intercom regularly tests their security systems and processes to ensure
testing,  assessing,  and they meet the requirements of this security policy and ensures that the
evaluating the effectiveness physical and environmental security controls are audited for SOC 2
of technical and

Type 1I compliance, among other certifications.

Application Scans. Intercom performs periodic (but no less than once
per month) application vulnerability scans. Vulnerabilities shall be
remediated on a risk basis.

Third party penetration tests. Intercom employs an independent third-
party vendor to conduct periodic (but no less than once per year)
penetration tests on their web properties.

Bug bounty program. Intercom maintains a security bug bounty
program, which gives independent security researchers a platform for
testing and submitting vulnerability reports.

Measures for user
identification and
authorisation

Single Sign-On (SSO)

Logical Access Controls. Intercom assigns a unique ID to each
employee and leverages an Identity Provider to manage access to
systems processing Customer Data.

All access to systems processing Customer Data is protected by Multi
Factor Authentication (MFA).

Intercom restricts access to Customer Data to only those people with a
“need-to-know” for a Permitted Purpose and following least privileges
principles.

Intercom regularly reviews at least every 180 days the list of people
and systems with access to Customer Data and removes accounts upon
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termination of employment or a change in job status that results in
employees no longer requiring access to Customer Data.

Intercom mandates and ensures the use of system-enforced “strong
passwords” in accordance with the best practices (described below) on
all systems hosting, storing, processing, or that have or control access
to Customer Data and will require that all passwords and access
credentials are kept confidential and not shared among personnel.
Password best practices implemented by Intercom’s Identity Provider.
Passwords must meet the following criteria: a. contain at least 10
characters; b. must contain lowercase and uppercase letters, numbers,
and a special character; c¢. cannot be part of a vendor provided list of
common passwords

Intercom maintains and enforces “account lockout” by disabling
accounts with access to Customer Data when an account exceeds more
than ten (10) consecutive incorrect password attempts.

Intercom does not operate any internal corporate network. All access
to Intercom resources is protected by strong passwords and MFA.
Intercom monitors their production systems and implements and
maintains security controls and procedures designed to prevent, detect,
and respond to identified threats and risks.

Strict privacy controls exist in the application code that are designed
to ensure data privacy and to prevent one customer from accessing
another customer’s data (i.e., logical separation).

Measures for the protection
of data during transmission

See “Measures of pseudonymisation and encryption of personal data”
above.

See “Infrastructure” at

www.intercom.com/legal/security-policy.

Measures for the protection
of data during storage

Intrusion Prevention. Intercom implements and maintains a working
network firewall to protect data accessible via the Internet and will
keep all Customer Data protected by the firewall at all times.
Intercom keeps its systems and software up to date with the latest
upgrades, updates, bug fixes, new versions, and other modifications
necessary to ensure security of the Customer Data.

Security Awareness Training. Intercom requires annual security and
privacy training for all employees with access to Customer Data.
Intercom uses anti-malware software and keeps the anti-malware
software up to date. Customer instances are logically separated and
attempts to access data outside allowed domain boundaries are
prevented and logged.

Endpoint security software

System inputs recorded via log files

Access Control Lists (ACL)

Multi-factor Authentication (MFA)

See “Back Ups and Monitoring” and “Permissions
Authentication” at https://www.intercom.com/security.

and

Measures  for  ensuring
physical security of
locations at which personal
data are processed

Physical Access Control. Intercom’s services and data are hosted in
AWS’ facilities in the USA and protected by AWS in accordance with
their ‘security protocols.

Access only to approved personnel.

All personnel who need data center access must first apply for access
and provide a valid business justification. These requests are granted
based on the principle of least privilege and are time-bound. Requests
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are reviewed and approved by authorized personnel, and access is
revoked after the requested time expires.

See “Measures for the protection of data during storage” above.
See https://www.intercom.com/help/en/articles/4667982-review-
actions-taken-in-your-workspace-with-teammate-activity-logs.

Measures  for  ensuring
events logging

Measures for  ensuring
system configuration,
including default
configuration

Change and Configuration Management. Intercom uses continuous
automation for application and operating systems deployment for new
releases. Integration testing and unit testing are done upon every build
with safeguards in place for availability and reliability. Intercom has a
process for critical emergency fixes that can be deployed to Customers
within minutes. As such Intercom can roll out security updates- as
required based on criticality.

Access Control Policy and Procedures

Change Management Procedures

Measures for internal IT and
IT security governance and
management

Information security management procedures in accordance with the
ISO 27001:2013 standard.

Information-related business operations continue to be carried out in
accordance with the ISO27001:2013 standard.

Information security policy

Security Breach Response Plan

Other written security policies include: (a) Busmess Continuity Policy;
(b) Secure Software Development Policy; (c) Electronic Device Policy;
(d) Data Classification Policy; (e) Network Security Policy; (f) IT
Security Policy: (g) Physical Security Policy; (h) Access Control Policy.

Measures for
certification/assurance  of
processes and products

See https://www.intercom.com/security.

Measures for ensuring data
minimisation

Data collection is limited to the purposes of processing (or the data that
the Customer chooses to provide).

Security measures are in place to provide only the minimum amount of
access (least privilege) necessary to perform required functions.

Upon termination or expiry of this Agreement, Intercom will (at
Customer's election) delete or return to Customer all Customer Data
(including copies) in its possession or control as soon as reasonably
practicable and within a maximum period of 30 days of termination or
expiry of the Agreement, save that this requirement will not apply to the
extent that Intercom is required by applicable law to retain some or all
of the Customer Data, or to Customer Data it has archived on back-up
systems, which Customer Data Intercom will securely isolate and
protect from any further processing, except to the extent required by
applicable law.

More information about how Intercom processes personal data is set
forth in the Privacy Policy available at
https://www.intercom.com/legal/privacy.

Measures for ensuring data
quality

Intercom has a process that allows data subjects to exercise their privacy
rights (including a right to amend and update thelr Personal Data), as
described in Intercom’s Privacy Policy.

See “Measures for ensuring ongoing confidentiality, integrity,
availability and resilience of processing systems and services” above.

Measures for  ensuring
limited data retention

See “Measures for ensuring data minimization” above.

Measures for  ensuring
accountability

Intercom has implemented data protection policies
Intercom follows a compliance by design approach
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Intercom maintains documentation of your processing activities
Intercom has appointed a data protection officer

Intercom adheres to relevant codes of conduct and signing up to
certification schemes (see “Measures for certification/assurance of
processes and products” above).

Measures for allowing data
portability and ensuring
erasure.

Secure Disposal. Return or Deletion. Intercom will permanently and
securely delete all live (online or network accessible) instances of the
Customer Data within 15 days upon Customer’s in-app deletion request
provided Customer makes it clear that they require 15 days deletion,
otherwise within 90 days.

Archival Copies. When required by law to retain archival copies of
Customer Data for tax or similar regulatory purposes, this archived
Customer Data is stored as a “cold” or offline (i.e., not available for
immediate or interactive use) backup stored in a physically secure
facility.

Intercom has a process that allows data subjects to exercise their privacy
rights (including a right to amend and update their Personal Data), as
described in Intercom’s Privacy Policy.

Technical and organizational
measures to be taken by the
[sub]-processor to provide
assistance - to the controller
and, for transfers from a
processor to a [sub]-
processor, to the Customer.

Vendor & Services Providers. Prior to engaging new third-party service
providers or vendors who will have access to Intercom Data, Intercom
conducts a risk assessment of vendors’ data security practices.
Intercom will restrict the onward sub-processor’s access to Customer
Data only to what is strictly necessary to provide the Services, and
Intercom will prohibit the sub-processor from processing the Personal
Data for any other purpose.

Intercom imposes contractual data protection obligations, including
appropriate technical and organizational measures to protect personal
data, on any sub-processor it appoints that require such sub-processor
to protect Customer Data to the standard required by Applicable Data
Protection Legislation.

Intercom will remain liable and accountable for any breach of this DPA
that is caused by an act or omission of its sub-processors.
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Schedule 3
LIST OF SUB-PROCESSORS
Annex II1
In Clause 9 of the 2021 Standard Contractual Clauses, Option 2 will apply and the time period for prior notice of sub-processor
changes will be as set forth in Section 7.ii (Current Sub-processors and Notification of Sub-processor Changes) of this DPA.
Customer agrees that (a) Intercom may engage Intercom and  Sub-processors as listed at

hitps://www.intercom.com/legal/security-third-parties -
(the "Sub-processor Page").

Intercom may, by giving reasonable notice to the Customer, add or make changes to the Sub-processor Page. Intercom will notify
Customer if it intends to add or replace Sub-processors from the Sub-Processor Page at least 10 days prior to any such changes.
In order to receive such notification, Customers can follow link hitp://privacy.intercom.com/third-party-subscribe to join
Intercom’s distribution list. If Customer objects to the appointment of an additional Sub-processor within thirty (30) calendar
days of such notice on reasonable grounds relating to the protection of the Personal Data, then Intercom will work in good faith
with Customer to find an alternative solution. In the event that the parties are unable to find such a solution, Customer may
terminate the Agreement at no additional cost.
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EXHIBIT D
TERMS ADDENDUM

AGREEMENT TRANSPARENCY .

Consistent with the Florida Transparency in Contracting Initiative, the SBA posts certain operational contracts on
its website, and this Agreement, as redacted and attached hereto as Exhibit D-1, will be one of the agreements
posted. With the exception of any information Intercom has specifically identified and redacted from this
Agreement as set forth in Exhibit D-1, Intercom hereby agrees that the SBA is authorized to post this Agreement
and a description of the contents of the Agreement on the SBA’s website. In addition, the parties may from time to
time during the term of the Agreement enter into one or more amendments or addenda to this Agreement. With the
exception of any information Intercom has specifically identified and redacted from any such amendment or
addenda at the time Intercom delivers an executed counterpart of such to the SBA, Intercom hereby agrees that the
SBA is authorized to post any such amendment or addendum and a description of the contents thereof on the SBA’s
website. Intercom hereby understands, acknowledges and agrees that the redaction of any such information does
not mean that such redacted information is protected from disclosure pursuant to a public records request under
Chapter 119, Florida Statutes, or as otherwise required by law or a court or authority of competent jurisdiction.

CONFIDENTIAL INFORMATION
Intercom agrees to keep confidential any and all Customer Data it obtains in the course of providing the Services
set forth in this Agreement except to the extent otherwise required to be disclosed in order to provide the Services
or required by any applicable federal or state law provided that prior to any such disclosure pursuant to applicable
law Intercom shall give the Customer prompt written notice, unless applicable law prohibits notification, and
Intercom shall use all reasonable efforts, in good faith, to provide the Customer the opportunity to quash or abate
such legal process or seek a protective order.

GOVERNING LAW; VENUE
This Agreement shall be governed by, construed under and interpreted in accordance with laws of the State of
Florida without regard to conflict of law principles. Any proceedings to resolve disputes regarding or arising out of
this Agreement shall be conducted in the state courts located in Leon County, Florida, and the parties hereby
consent to the jurisdiction and venue of those courts.
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PUBLIC RECORDS :
Notwithstanding any provision in this agreement between the parties, Intercom acknowledges and agrees that the
Customer is bound by the provisions of Chapter 119 (Public Records), Florida Statutes, and in the event of any
conflict between Chapter 119, Florida Statutes, and the terms of this Agreement between the parties, the provisions
and procedures of Chapter 119, Florida Statutes will prevail. To the extent applicable, Intercom shall comply with
Chapter 119, Florida Statutes. In particular, Intercom shall:

Keep and maintain public records required by the Customer in order to perform the services under the
Agreement (however Customer Data will be maintained and deleted as specified in the
Return/Destruction of Customer Data section below);

Upon request from the Customer’s custodian of public records, provide the Customer with a copy of the
requested records or allow the records to be inspected or copied within a reasonable time at a cost that
does not exceed the cost provided in Chapter 119, Florida Statutes or as otherwise provided by Florida
law;

Ensure that public records that are exempt or confidential and exempt from public records disclosure
requirements are not disclosed except as authorized by law for the duration of the term of the Agreement
anid following completion of the Agreement if the Intercom does not transfer the records to the
Customer; and

Upon completion of the Agreement, transfer, at no cost, to the customer all public records in Intercom’s
possession (if so directed by the Customer) (such transfer to be accomplished by allowing Customer to
access and download such public records) or keep and maintain public records required by the Customer
to perform the service (this is accomplished as provided in Return/Destruction of Customer Data below
which requires maintenance of records for thirty days following termination). If Intercom transfers all
public records to the Customer upon completion of the Agreement, Intercom shall destroy any duplicate
public records that are exempt or confidential and exempt from public records disclosure requirements.
If the Intercom keeps and maintains public records upon completion of the Agreement (and for clarity,
which shall be only as provided in this Agreement), the Intercom shall meet all applicable requirements
for retaining public records. Intercom shall provide all records that are stored electronically to the
Customer, upon request from the Customer’s custodian of public records, in a format that is compatible
with the information technology systems of the Customer.
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IF INTERCOM HAS QUESTIONS REGARDING THE APPLICATION OF
CHAPTER 119, FLORIDA STATUTES, TO INTERCOM’S DUTY TO
PROVIDE PUBLIC RECORDS RELATING TO THIS AGREEMENT,
CONTACT THE

CUSTODIAN OF THE PUBLIC RECORDS AT:

STATE BOARD OF ADMINISTRATION OF FLORIDA
POST OFFICE BOX 13300

TALLAHASSEE, FL 32317-3300

(850) 488-4406

CustomerAGREEMENTS DL@CustomerFLA.COM

E-VERIFY
Intercom shall register with and use the E-Verify system to verify the employment eligibility of newly hired
employees performing services within the United States in accordance with Section 448.095, Florida Statutes.
Intercom acknowledges that Customer is subject to and Intercom agrees to comply with Section 448.095; Florida
Statutes, as amended from time to time, to the extent applicable.

NONDISCLOSURE
Customer Data shall be considered confidential and proprietary information to the extent permitted by Florida or
other applicable law. Intercom shall hold Customer Data in confidence and shall not disclose Customer Data to any
person or entity except as necessary to provide the Service or as otherwise authorized by the Customer or as
required by law. For purposes of this Section 2, Data Security, “Customer Data” means the same as “Customer
Data” as defined in the Agreement.










