
        
       

   
    

        

                
          

           

             
           

             
          

              
             

            
            

              
             

       

            
   

             
              

     

              
                

             
             

          
           

    



                 
              

              
            

           
                

               
  

           
                 

               
    

         
             
             

             
              

                

  
                 

              
             

             
              

              
          
               

             
     

               
            

            
               
                 

               
               

    



               
             

                 
        
             

              
           

 
             

                
             

        
          
                

        
                

           
             

               
             

           
                
 

             
           

       

         
               

        
           

           
             

             
              

       

          
          

           
     

    



            
             

             
   

           
            

            
              

   

            
             

         

            
             

             
             

             

             
              

                 
               

             
         

           
           

         
 

        
                

 

         
             
                

              
 

   



         
             
              

               
               

               
               

             
         

    
               

             
              

            
                
              

            
      
                   

             
              

      

       
             

            
       

          
                 

               
              

                 
             

            
              

                
               
  

    



             
               

                  
               
   

              
            

              
             

             
               

   
            

           
            

         
         

       
         

        
            

           
              

                
         

           
           

             
             

              
              
              

        
              

           
              

 

           
               

    



               
                  

   
    

      
    

   

              
   

    
      
     

   

             
     

 
    

   
   

            
           

               
 

                
               

              
         

         
           
            

            
           

   



           
               

            

     
             

            
          

             
             

            
              
             

         
           
               

              
                  

              
              

         
             

                 
            

         
            

            
 

     
          

           
         

           
            

              
              

            
           

   





         
       

   
          

   

  
   

             

           

             

             

                

                

            

              

                 

  

         

             

           

             

            

        

                 

          

             

            

               

               

       

    



    

    

               

       

                

      

     

             

       

            

            

              

           

            

                

             

           

         

                

           

  

             

               

              

                

               

              

          

    



              

                

               

               

               

               

   

     

 

               

            

            

        

             

                 

        

                 

   

                

             

              

              

            

               

        

    



         

          

            

       

            

      

    

               

             

               

               

               

            

               

         

               

                

                 

           

              

              

            

               

              

   

           

             

        

    

    

   



      

       

     

              

     

               

  

              

  

              

  

 

              

                

                

     

    

  

 

        

   

          

         

 

         

         

         

   

    



          
         

  

           

        

               

    

 

           

            

             

              

                 

            

              

                

             

            

     

       
 

            
      

      

              

                 

              

  

              

               

   



              

          

    



APPENDIX B    GENERAL TERMS AND CONDITIONS 

1.1. GENERAL TERMS 

1.2. CONTRACT TRANSPARENCY 
 Consistent with the Florida Transparency in Contracting Initiative, the SBA posts certain 

operational Contracts on its website, and this Contract will be one of the contracts posted. 
Karen Clark & Company (“KCC”) hereby agrees that the SBA is authorized to post this 
Contract (including any amendments, redactions, or addenda hereto) and a description of the 
content of the Contract (including any amendments or addenda hereto but excluding redacted 
information) on the SBA’s website. 

1.3. COUNTERPARTS 
 This Contract may be executed in one or more counterparts, and when each party has executed 

at least one counterpart, this Contract shall be deemed to be one and the same document. 

1.4. FRAUD HOTLINE 
 The SBA maintains a fraud hotline at (888) 876-7548 to encourage individuals to report 

suspected SBA-related fraud, theft, or financial misconduct on an anonymous basis. Within 30 
days following the effective date of this Contract, KCC agrees to communicate this hotline 
information to those of its employees that are responsible for providing services under this 
Contract. KCC also agrees to re-communicate this hotline information at the request of the 
SBA. 

1.5. GOVERNING LAW; VENUE 
 This Contract shall be governed by, construed under and interpreted in accordance with laws of 

the State of Florida without regard to conflict of law principles. Any proceedings to resolve 
disputes regarding or arising out of this Contract shall be conducted in the state courts located 
in Leon County, Florida, and the parties hereby consent to the jurisdiction and venue of those 
courts. 

1.6. SUBCONTRACTOR/AGENTS 
 KCC shall be responsible and accountable for the acts or omissions of KCC Representatives (as 

defined in Section 2.5 of this Appendix B) to the same extent it is responsible and accountable 
for its own actions or omissions under this Contract. KCC agrees to impose the requirements of 
this Contract on all KCC Representatives.  

1.7. RIGHT TO AUDIT 
a. During the term of the Contract and for a period of three (3) years after the expiration or 

termination of the Contract, the SBA shall have the right to have any person or entity 
designated by the SBA (provided such person or entity is subject to confidentiality 
obligations that would protect confidential information obtained as a result of such 
inspection, review or audit), including an independent public accountant or auditor and/or 
any federal or state auditor, to inspect, review and/or audit, any books, records and 
supporting documents relating to the Contract and/or the subject matter of the Contract 
(the “Records”). In the event such right is exercised and upon no less than ten (10) 
business days’ prior written notice by the SBA, KCC agrees to permit reasonable access 
to its premises and the Records during KCC’s normal business hours. The SBA shall 
have the right, in connection with any such inspection, review and/or audit, to have one 
or more members of its staff present at all times. During the term of the Contract and for 
a period of three (3) years after the expiration or termination of the Contract (or for any 
longer period of time that may be required by any applicable law relating to the retention 
of Records), KCC shall maintain and retain the Records, at its sole expense. In the event 
the SBA and/or its designees are in the process of conducting such an inspection, review 
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and/or audit upon the expiration of the three (3)-year access and/or retention periods 
described herein, then this Right to Audit section shall survive in its entirety until the 
conclusion of such inspection, review and/or audit, in the SBA’s or the SBA designee’s 
reasonable determination. For the avoidance of doubt, the scope of any inspection, review 
and/or audit under this Right to Audit section may include, without limitation, KCC’s 
compliance with the terms of the Contract, compliance with any applicable foreign, 
federal, state and/or local law or regulation, an assessment of risks and controls and/or the 
source and application of the SBA’s funds. 

b. KCC shall use all reasonable efforts to cooperate with the SBA and any person or entity 
designated by the SBA in connection with any inspection, review and/or audit under this 
Right to Audit Section including, without limitation, causing its relevant and 
knowledgeable employees and/or representatives to be available to assist and to respond 
to reasonable inquiries and requests of the SBA and/or its designees. KCC shall respond 
(including, if relevant and appropriate, with an action plan) within a reasonable time to 
any reports, findings and/or assessments provided to KCC by the SBA and/or its 
designees, and KCC shall provide a copy of all such responses to the SBA. KCC 
acknowledges and agrees that any such report, finding and/or assessment is intended for 
the sole use and for the benefit of the SBA. 

c. Except as set forth herein, the SBA shall bear the costs of any inspection, review and/or 
audit described in this Right to Audit Section. However, in the event the SBA and/or its 
designees reasonably determine, based on evidence, that KCC overcharged the SBA or 
that KCC engaged in or committed (including through acts or omissions) any fraud, 
misrepresentation and/or non-performance, then KCC shall be obligated to reimburse the 
SBA for the total costs of inspection, review and/or audit no later than ninety (90) days 
after the SBA’s request for reimbursement thereof. KCC’s reimbursement obligation 
herein shall be in addition to all other rights, remedies and damages available to the SBA 
at law or in equity, which shall not be deemed waived or relinquished in any way because 
of KCC’s additional reimbursement obligation hereunder. 
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1.8. PUBLIC RECORDS 
 Notwithstanding any provision in this Contract between the parties, KCC acknowledges and 

agrees that the SBA is bound by the provisions of Chapter 119 (Public Records), Florida 
Statutes, and in the event of any conflict between Chapter 119, Florida Statutes, and the terms of 
this Contract between the parties, the provisions and procedures of Chapter 119, Florida Statutes 
will prevail. To the extent applicable, KCC shall comply with Chapter 119, Florida Statutes. In 
particular, KCC shall: 

a. Keep and maintain public records required by the SBA in order to perform the 
services under the Contract; 

b. Upon request from the SBA’s custodian of public records, provide the SBA with a 
copy of the requested records or allow the records to be inspected or copied within a 
reasonable time at a cost that does not exceed the cost provided in Chapter 119, 
Florida Statutes or as otherwise provided by Florida law; 

c. Ensure that public records that are exempt or confidential and exempt from public 
records disclosure requirements are not disclosed except as authorized by law for the 
duration of the term of the Contract and following completion of the Contract if 
KCC does not transfer the records to the SBA; and 

d. Upon completion of the Contract, transfer, at no cost, to the SBA all public records 
in KCC’s possession (if so directed by the SBA) or keep and maintain public records 
required by the SBA to perform the service. If KCC transfers all public records to the 
SBA upon completion of the Contract, KCC shall destroy any duplicate public 
records that are exempt or confidential and exempt from public records disclosure 
requirements. If KCC keeps and maintains public records upon completion of the 
Contract, KCC shall meet all applicable requirements for retaining public records. 
KCC shall provide all records that are stored electronically to the SBA, upon request 
from the SBA’s custodian of public records, in a format that is compatible with the 
information technology systems of the SBA. 

 IF KCC HAS QUESTIONS REGARDING THE 
APPLICATION OF CHAPTER 119, FLORIDA STATUTES, 
TO KCC’S DUTY TO PROVIDE PUBLIC RECORDS 
RELATING TO THIS CONTRACT, CONTACT THE 

 CUSTODIAN OF THE PUBLIC RECORDS AT: 
   
 STATE BOARD OF ADMINISTRATION OF FLORIDA 
 POST OFFICE BOX 13300 
 TALLAHASSEE, FL 32317-3300 
 (850) 488-4406 
 SBACONTRACTS_DL@SBAFLA.COM 

 

1.9. E-VERIFY 
 In accordance with section 448.095(5), Florida Statutes, KCC shall register with and use and 

shall cause any of its subcontractors to register with and use, the E-Verify system to verify the 
work authorization status of all new employees of the contractor or subcontractor hired during 
the term of this Contract who may perform services under this Contract.  KCC acknowledges 
that SBA is subject to and KCC agrees to comply with Section 448.095, Florida Statutes, as 
amended from time to time, to the extent applicable.      
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2. DATA SECURITY 

2.1. DATA SECURITY STANDARDS 
 KCC shall comply with either the provisions of applicable SBA policies (SBA Policy #20-404 

Remote Access; SBA Policy #20-411 Anti-Virus; and SBA Policy #10-409 
Confidential/Sensitive Electronic Data Handling), as amended from time to time, or NIST SP 
800 Series, ISO/IEC 27000 Series, or a comparable similar industry standard. KCC will provide 
immediate notice to the SBA of any known or suspected violation of any SBA policy or 
industry standard. 

2.2. NONDISCLOSURE 
 SBA Data shall be considered confidential and proprietary information to the extent permitted 

by Florida or other applicable law. KCC shall hold SBA Data in confidence and shall not 
disclose SBA Data to any person or entity except as authorized by the SBA or as required by 
law. For purposes of this Section 2, Data Security, “SBA Data” means all data accessed, 
created, maintained, obtained, processed, stored, or transmitted by KCC in the course of 
performing the Contract and all information derived therefrom. 

2.3. LOSS OR BREACH OF DATA 
 KCC shall provide immediate notice to the SBA in the event it becomes aware of any security 

breach or any unauthorized transmission or loss of any SBA Data. In the event of loss or 
destruction of any SBA Data where such loss or destruction is due to the fault or negligence of 
KCC, KCC shall be responsible for recreating such lost or destroyed data in the manner and on 
the schedule set by the SBA, at KCC’s sole expense, in addition to any other damages the SBA 
may be entitled to by law or this Contract. In the event lost or damaged data is suspected, KCC 
will perform due diligence, report findings to the SBA, and take all reasonable measures 
necessary to recover the data, all at KCC’s sole expense. If such data is unrecoverable, KCC 
will pay all costs to remediate and correct the problems caused by or resulting from each loss or 
destruction of data (including, without limitation, the cost to notify third parties and to provide 
credit monitoring services to third parties), in addition to any other damages the SBA may be 
entitled to by law or this Contract. KCC acknowledges that failure to maintain security that 
results in a breach of data may subject this Contract to the administrative sanctions for failure to 
comply with Section 501.171, Florida Statutes, together with liability for any costs to the SBA 
of such breach of security caused by KCC. 

2.4. SECURITY AUDITS 
 If SBA Data will reside in KCC’s system, the SBA may request KCC to conduct at KCC’s 

expense, an annual network penetration test or security audit of KCC’s system(s) on which 
SBA Data resides. If the term of the Contract is less than a year long, the penetration test or 
security audit of KCC’s system(s) on which SBA Data resides, may be exercised at any time 
during the term of the Contract. 

2.5. DATA PROTECTION 
 No SBA Data will be transmitted or shipped to entities outside of the United States of America, 

nor will it be stored or processed in systems located outside of the United States of America, 
regardless of the method or level of encryption employed. Access to SBA Data shall only be 
available to authorized KCC Representatives that have a legitimate business need. For purposes 
of this Contract, “KCC Representatives” means KCC officers, directors, employees, agents, 
contractors, subcontractors and consultants (including affiliates thereof). 

2.6. ENCRYPTION 
 KCC shall encrypt all SBA Data, in transmission and at rest, using an SBA approved 

encryption technology. 
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2.7. BACK-UPS 
 KCC shall maintain and secure adequate back-ups of all documentation and programs utilized 

to process or access SBA Data. 

2.8. DATA SECURITY PROCEDURES 
 KCC has established appropriate administrative, technical, and physical safeguards to protect 

the confidentiality of, and to prevent the unauthorized use or access to, SBA Data. KCC shall 
develop data security procedures to ensure only authorized access to SBA Data by KCC 
Representatives for purposes of performing the Contract and to ensure no unauthorized access 
to SBA Data by individuals or entities other than those authorized by the Contract or the SBA. 
KCC shall ensure that access to SBA Data by KCC Representatives will be provided on a need-
to-know basis and will adhere to the principle of least privilege. (The principle of least 
privileged means giving a user account only those privileges which are essential to perform its 
intended function.) 

2.9. OWNERSHIP OF DATA 
 KCC shall provide to the SBA, upon its request, SBA Data in the form and format reasonably 

requested by the SBA. KCC will not sell, assign, lease, or otherwise transfer any SBA Data to 
third parties, or commercially exploit SBA Data, except as authorized by the SBA. KCC will 
not possess or assert any lien or other right against or to any SBA Data in any circumstances. 
SBA Data is and shall remain the exclusive property of the SBA. SBA Data created by KCC, 
obtained by KCC from a source other than the SBA, or derived from SBA Data will become 
property of the SBA immediately upon the creation, receipt or derivation of such SBA Data, as 
applicable. 

2.10. BACKGROUND CHECKS 
 KCC shall confirm that KCC Representatives assisting in the performance of the Contract have 

passed appropriate, industry standard, background screening (include criminal background 
checks) and possess the qualifications and training to comply with the terms of the Contract, 
before being provided access to SBA Data. Upon the SBA's request, KCC shall provide the 
SBA an attestation that the foregoing background checks have been completed. 

2.11. COMPLIANCE 
 KCC represents and warrants that it is in compliance with and agrees and covenants that it will 

at all times during the term of the Contract continue to be compliant with, all applicable laws, 
regulations and industry standards (including, without limitation, all applicable laws, 
regulations and industry standards relating to cybersecurity or data collection, storage, security 
or privacy) when performing this Contract.  

2.12. RETURN/DESTRUCTION OF SBA DATA 
 KCC shall not at any time destroy any SBA Data without the prior written consent of the SBA. 

If requested by the SBA, within 30 days of the completion, termination or expiration of the 
Contract, KCC will transfer SBA data to the SBA (if so directed by the Contract), or, unless 
otherwise required by any applicable law (including, for the avoidance of doubt, Florida's 
record retention laws), destroy all SBA data possessed by KCC. KCC shall provide the SBA 
documentation affirming the completion of any SBA requested data transfer (including 
confirmation of receipt by the SBA) and the destruction of any SBA Data possessed by KCC. 
Notwithstanding the foregoing, KCC may, in accordance with applicable legal, disaster 
recovery and professional requirements, store copies of SBA Data in an archival format which 
may not be immediately returned or destroyed but which would remain subject to the 
confidentiality obligations set forth in the Contract. 
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2.13. BUSINESS CONTINUITY PLAN/DISASTER RECOVERY 
 KCC has implemented and will maintain business continuity and disaster recovery plans 

designed to minimize interruptions of services and ensure recovery of systems and applications 
used to provide the services under this Contract.  Such plans cover the facilities, systems, data, 
applications and employees that are critical to the provision of the services and will be tested at 
least annually to validate that the recovery strategies, requirements and protocols are viable and 
sustainable. KCC shall provide an executive summary of such plans setting forth prioritized 
threats, time criticality of business functions, resources needed to successfully recover, 
employee training and communication, and potential costs of recovery, as well as, including an 
assessment of the plans’ most recent test results, to the SBA upon request.  In the event of a 
business disruption that materially impacts (or is reasonably expected to materially impact) 
KCC’s provision of services under this Contract, KCC will promptly notify the SBA of the 
disruption and the steps being taken in response. 

 






